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Introduction 
 

This Userôs Guide provides detailed descriptions of the features and functions of the 

Administration application within the IntelaTrac Work Process Management system. The 

intended audience includes both beginners and expert users of the IntelaTrac system. 
 

When used in conjunction with other IntelaTrac documentation, this Userôs Guide provides 

expert information to address most setup, configuration, and troubleshooting scenarios 

encountered in the field. 

Conventions Used in this Document 
 

There are a number of standard conventions used in this document. The following list 

describes them: 

 

¶ Boldface type designates any important action, word, or statement. 

Example:   Meaning: 

Type ABC and press Enter Type the text ñABCò and press the Enter key. 

Press Esc   Press the Esc key. 

Click OK    Select and click the OK button. 

Use the FileŸSave As  Pick Save As in the File menu. 

The word plant means é The word ñplantò is a special term or statement. 

 

¶ Combination key sequences are connected with a + symbol. 

Press Alt+ P   Press and hold the Alt while typing the letter P. 

 

¶ Red ellipses and lines highlight features within GUI screenshots: 

     
  

TIP:  A tip provides a helpful hint or a useful technique. 

 

 

NOTE: A note contains brief information worth mentioning in the current discussion. 

 

 

CAUTION:  A caution indicates a condition or course of action that may cause an undesired result. 
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Document Organization 
 

The following overview provides a high-level description of each section: 

 

Chapter 1 Administration Overview 
Introduction to the Administration application. 

 

Chapter 2 Roles 
Describes how to create, edit, delete, and restore roles. 

 

Chapter 3 Security 
Describes how to add, edit, delete, and restore bases, users, groups, and set permissions for 

IntelaTrac application modules. 

 

Chapter 4 System Configuration 
Provides an overview of all IntelaTrac system configuration settings and usage. 

 

Chapter 5 Template 
Describes how to use the site-specific Template option. 

 
Appendix A ï SAP Work Notification Integration 
 
Appendix B ï TabWare Work Request Integration 
 
Appendix C ï Maximo 4.1.1 Work Request Integration 

Training 
 

This Userôs Guide does not replace professionally delivered IntelaTrac training. Users desiring 

expert knowledge should participate in training delivered by Wonderware or by an authorized 

Wonderware training partner.  

 

For further information, contact Wonderware for descriptions and availability of applicable 

training courses. 

 

Contact: 

Wonderware    Web: http://mobilesolutions.wonderware.com 

10111 Richmond Ave., Suite 650 Phone: 713-344-2600 

Houston, TX 77042 USA  E-mail: mobilesolutionstraining@wonderware.com 

 

http://mobilesolutions.wonderware.com/
mailto:mobilesolutionstraining@wonderware.com
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Chapter 1  Administration Overview 
 

The Administration  application is a key component of Wonderwareôs integrated IntelaTrac 

environment and provides Application Administrators the ability to manage settings in the 

configuration of the IntelaTrac software and synchronization components.  

 

IntelaTrac Administration contains the following modules: 

 

¶ Roles 

¶ Security (User Permissions) 

¶ System Configuration 

¶ Template (Work Requests, customer site-specific) 

 

NOTE: Please refer to the IntelaTrac Management Center (IMC) and its documentation for access to and 
information regarding additional Administrative functions, including the following: 

¶ Data Filter Manager 

¶ External Servers 

¶ System Status 

¶ iDTS Configuration 

¶ Device Registration 

¶ NetLog Client 

 

Launching the Administration Application 
 

Enter the IntelaTrac Login ID and Password as defined in the Administration ï Security section. 

The default ID and password at installation is ñadminò. 

 

 

Figure 1.1 Login through IntelaTrac Management Center 
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After successful login, the Administration  GUI opens to the default Security window: 

 

 

Figure 1.2 Administration GUI  
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Chapter 2  Roles 
 

In IntelaTrac, Roles are used on the mobile computer to segregate the view of the procedures 

transferred by job assignment. Since transfer of procedures to the mobile computer is by base, 

roles allow a user to see only those procedures that are applicable to the userôs job or craft. A 

user selects a role when logging onto the mobile computer.  

 

Before attempting role administration, you must already have created bases and users in 

Security Administration (see the Administration ï Security section). After roles have been 

created and assigned to bases, procedures are then attached to roles in the Schedule Manager 

(see the ñIntelaTrac Management Center Userôs Guideò). 

 

Role Administration 
 

To perform role administration: 

Select FileŸOpenŸRoles from the Administration toolbar: 

 

  

Figure 2.1 Opening Roles 

 

The Role Administration  window opens within the Administration window. It contains two 

frames in which to work. 

 

Three views are available from the dropdown for the left pane: Bases;, Roles;, and Users. 

 

Two views are also available from the dropdown for the right pane: Roles and Users: 

 

 

Adding a new role: 

1. Choose RolesŸNew from the Administration toolbar. 

2. To add a new role to a Base, highlight the base before selecting RolesŸNew 

3. Enter Role name ï A recommended best practice is to combine the base and role 

name together. 

4. In addition to dragging/dropping a new Role to a highlighted base, an alternate 

method is to highlight a base and select Add to selected Base. If you use the Add to 

Selected Base, you will have to re-select the bases, roles or users dropdown and 

refresh the view. 
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5. Hit Save: 

 

 

Figure 2.2 Adding a New Role 

 

NOTE: Only users and bases built in Administration ï Security are available for assignment and use in 
the Roles panels. 

 

Assigning a role to a base: 

1. In the left frame, select ViewŸBases 

2. In the right frame select ViewŸRoles 

3. Expand the desired Base in the left frame, then drag and drop the roles from the right 

panel to the Roles hierarchy under the Base. 

 

 

Figure 2.3 Assigning a Role to a Base 

 

4. Choose RolesŸSave, or hit CTRL+S. 

 

 

To add Users to a Role: 

1. In the left frame, expand the list of Bases down to the list of Users (see below). 

2. In the right frame, select Users in the View dropdown list. 

3. Select and drag a user from the right frame to Users under the role in the left frame 

that the user is to have rights to assume. Users assigned to roles will inherit the roleôs 

assignment to the base. 
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Figure 2.4 Adding Users to a Role 

 

NOTE: Users should be assigned to each of the roles that they would be assuming in the field ï each role 
could be associated with multiple Procedures On Demand in Procedure Builder. 

 

Choosing ViewŸUsers in the left frame allows you to view the roles assigned to the 

individual users: 

 

 

Figure 2.5 Users and Roles 

 

To change the name of an existing Role: 

1. Choose ViewŸRoles in the right frame. 

2. Right-click the Role to edit, and choose Edit .  Alternately, choose RolesŸEdit  

from the Administration toolbar. 
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Figure 2.6 Selecting Role Editing 

 

3. Change the name as desired when the Edit Role panel opens: 

 

 

Figure 2.7 Editing a Role Name 

 

To delete an existing Role: 

1. Ensure that the right frame is in the Role view.  Then, right-click the Role you wish to 

delete, and then select Delete. Alternately, select RolesŸDelete from the 

Administration toolbar. 

 

 
Figure 2.8 Deleting a Role 

 

2. Confirm role deletion: 

 



Confidential & Proprietary                                                                                                     

 

Invensys Systems, Inc.  Page 13 of 70 
Last revised: March 15, 2009 
Release 3.2.3 

 

Figure 2.9 Role Deletion Confirmation 
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Chapter 3  Security 
 

The purpose of the IntelaTrac Administration Security Module  is to allow the Application 

Administrator to assign the level of access to any or all of the applications that comprise the 

suite of IntelaTrac applications. 

 

In addition, Administration ï Security is where Bases, Users and Group Permissions to 

Bases are configured and managed. To ensure security management, make sure that your 

IntelaTrac Coordinator/Administrator is the only one with full access. 

 

Open Administration ï Security by selecting File Ÿ Open Ÿ Security from the main 

toolbar: 

 

  

Figure 3.1 Opening Security 

 

The Security Administration  panel is divided into five frames: Groups, Users, Bases, 

Applications, and Permissions: 

 

 

Figure 3.2 Administration ï Security 
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Bases 
 

A Base is a grouping of procedures in IntelaTrac that may be associated with specific assets 

for the purpose of gathering and cataloging data. In many cases, a Base is a process area or 

unit within a manufacturing facility. However, a Base can also be a grouping of procedures 

within IntelaTrac for a specific discipline or craft, regardless of the unit or equipment 

boundaries. For example, a Water Treatment Plant can be one of many Bases within a facility; 

a Safety Department can also be a Base that covers the entire facility. After creating the base, 

the Application Administrator can set the level of access granted to users within the base. 

 

Adding Bases 

 

1. Select ñMobile IntelaTracò in the ñApplicationsò frame.  Then, choose Bases Ÿ Add 

from the Administration toolbar. 

 

NOTE: If the ñBasesò menu is inaccessible, try selecting a different Application in the òApplicationsò section 
of the ñSecurity Administrationò window.. 

 

2. When the Add New Base panel opens, enter the base name and description. 

The new base displays in the Bases frame. 
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Figure 3.3 Adding a New Base 

 

Deleting Bases 

 

1. In the Bases frame, select the base to be deleted. 

2. Select Bases Ÿ Delete, or right mouse click and select Delete 

 

Figure 3.4 Deleting a Base 

 

3. When the Confirm  prompt opens, click OK . 

 

For data integrity reasons, Bases are not deleted from the IntelaTrac database. The delete 

function only hides the base from all IntelaTrac applications from which the user can select a 

Base. Deleting, or hiding, a Base also deactivates any schedules associated with Procedures 

within the Base. 
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Restoring Bases 

 

Deleted bases are ñhiddenò in the IntelaTrac database and can be restored: 

1. To restore, select Bases Ÿ Undelete 

2. Select the base to restore from the list and click OK . 

3. The restored base displays in the Bases frame. 

All procedures hidden in the deleted Base become active once the base is restored. 

 

  

Figure 3.5 Restoring Bases 
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Users 
 

Within IntelaTrac, the term User refers to any user of the desktop or mobile components of 

IntelaTrac. Primarily, field users use Mobile IntelaTrac, while the remaining applications are 

reserved for SuperUsers and data users. The Application Administrator can grant access rights 

to any of the features within the IntelaTrac Work Process Platform. 

 

Adding Users 

 

1. Select UsersŸAdd 

2. When the Add New User panel opens, enter the userôs name, assign a Login ID and a 

password. 

3. For security purposes, check the Require password change for the next login box to 

prompt the user to change the initial password to their own at next login. 

4. Click OK  to add the new user. 

The new user displays in the Users frame. 

 

 

Figure 3.6 Adding a New User 

 

Depending on the PasswordMinChar setting managed within Administration ï System 

Configuration , the following message may display: 
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Deleting Users 

 

1. In the Users frame, select the user to be deleted. 

2. Select UsersŸDelete, or right-click the User to delete and choose ñDelete.ò 

 

 

Figure 3.7 Deleting a User 

 

3. When the Confirm  prompt opens, click OK . 

 

 
Figure 3.8 User Delete Confirmation 
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Restoring Users 

 

Deleted users are ñhiddenò in the IntelaTrac database and can be restored. In addition, data in 

history is still associated with the deleted user. 

 

1. To restore, select UsersŸUndelete 

2. Select the user to restore from the list and click OK . 

The restored user displays in the Users panel, and all permissions previously assigned will 

still apply. 

 

 

Figure 3.9 Restoring Users 
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Groups 
 

The term Group refers to a collection of users that share a common set of permissions. In 

addition to the set of permissions shared by a group, individual users can also have 

permissions exclusive to their Group(s) association. 

 

Adding a Group 

 

1. Select GroupsŸAdd 

2. Enter the group name in the Add New Group panel. 

3. Click OK  to add the new group 

The new group displays in the Groups frame. 

 

 

Figure 3.10 Adding a New Group 

 

Editing Group Names 

 

1. To edit the name of a group, select the group by left-clicking on it. 

2. Choose GroupsŸEdit, or right-click on the group and choose ñEdit.ò 

3. Edit the group in the Edit Group  panel and click OK . 

 

 

Figure 3.11 Editing a Group 

 

 



Confidential & Proprietary                                                                                                     

 

Invensys Systems, Inc.  Page 22 of 70 
Last revised: March 15, 2009 
Release 3.2.3 

Deleting a Group 

 

1. In the Groups frame, select the group to be deleted. 

2. Select GroupsŸDelete from the Administration menus, or right-click the group to delete 

and choose ñDelete.ò 

 

 

Figure 3.12 Deleting a Group 

 

3. When the Confirm  prompt opens, click OK . 

 

 
Figure 3.13 Delete Group Confirmation 

 

 

NOTE: Deleting a Group suspends the Groupôs permissions. Additionally, any User accounts assigned to 
that Group will lose all permissions inherited from the Group. 

 

 

 

Restoring a Group 

 

Deleted Groups are ñhiddenò in the IntelaTrac database and can be restored. Permissions for 

the Group are also suspended when the group is deleted (see Note above). 

 

1. Select GroupsŸUndelete 

2. Select the group to restore from the list and click OK . 
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The restored group displays in the Groups frame and permissions assigned to the group 

are active. 

 

 

Figure 3.14 Restoring Groups 

 

Adding Users to a Group 

 

1. In the Groups frame, highlight the group you wish to add a user to. 

2. Select GroupsŸAdd Users To Group, or right-click on the Group and select ñAdd 

Users To Group.ò 

3. When The Add/Subtract Users panel opens, select the userôs Login ID, then click the 

ñ>ò button to add the user to the group (clicking the ñ>>ò button will add all listed Users 

to the Group). 

4. Click the OK  button to save the changes. 
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Figure 3.15 Adding Users to a Group 

 

Removing Users from a Group 

 

1. In the Groups frame, select the group from which you wish to delete the user. 

2. Select GroupsŸAdd Users To Group 

3. When the Add/Subtract Users panel opens, select the userôs Login ID, then click the ñ<ò 

button to remove the user from the group (clicking the ñ<<ò button removes all users from 

the group). 

4. Click the OK  button to save the changes. 

 

  

Figure 3.16 Removing Users from a Group 

 

Assigning Permissions 
 

User access permissions for all IntelaTrac applications are controlled within the Security 

Administration  panel (FileŸOpenŸSecurity). 
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1. In the Applications frame, select the application to which permissions will be assigned to 

by left-clicking on it. 

2. Select the base to which permissions will be assigned in the Bases frame. 

3. Select the user in the Users frame, or the groups in the Group frame, to which 

permissions will be assigned. 

4. Choose the permissions that will be assigned to the user or group by checking the items in 

the Permissions frame.  The light bulb icon will turn yellow to indicate that a change has 

been made but is not yet saved. 

5. Right-click and choose Set Permissions, or PermissionsŸSet Permissions from the 

Administration menu bar, to save and commit the permission selection. The muted light 

bulb icon indicates successful permission change. 

 

 

Figure 3.17 Setting Permissions 

 

 

You can verify exactly the user or group to which the permissions frame applies by comparing 

the text between the Applications and Permissions frames: 

 

  

Figure 3.18 Comparing Permissions 
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Inherited Permissions 

 

Users assigned to groups may have permissions available to them in addition to permissions 

granted to the Users individually. In this situation, the permissions frame displays inherited 

permissions as a grayed out check box, individual permissions display in a white background 

check box: 

 

 

Figure 3.19 Inherited Permissions 

 

 

Copying Permissions 
 

1. Left click to highlight the desired application and select the source permissions 

(Groups/Users/Bases). 

2. Select PermissionsŸCopy Permissions, or right-click in the Permissions frame and 

choose ñCopy Permissions:ò 
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Figure 3.20 Copying Permissions 

 

 

 

3. Select the destination (Groups/Users/Bases) and select PermissionsŸPaste Permissions: 

 

  

Figure 3.21 Pasting Permissions 
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4. After pasting the permissions, the light bulb icon turns yellow. Select PermissionsŸSet 

Permissions to commit the pasted permissions ï the muted light bulb icon indicates 

successful permission commit. 

 

  

Figure 3.22 Setting Permissions after Pasting 

 

Applications and Permissions 
 

Administration 

 

Permissions granted in Administration are applicable to All Bases. 

 

  

Figure 3.23 Administration Permissions 
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¶ All Permissions ï Grants all permissions for the Administration Application. 

¶ Add, Edit, and Delete Users ï Grants permission to add new users, edit existing users 

(including password resetting/prompt to change), and deleting/restoring users. 

¶ Add, Edit, and Delete Groups ï Grants permission to add new groups, edit existing 

group names, deleting/restoring groups, and adding/removing users from a group. 

¶ Add, Edit, and Delete Bases ï Grants permission to add new bases, edit existing base 

names and descriptions and deleting/restoring bases. 

¶ Add and Remove Permissions ï Grants permission to add/remove permissions for users 

and groups. Giving this permission is equivalent to ñAll Permissionsò if the user with 

this permission chooses to select All Permissions or do so for another user/group. 

¶ Add, Edit, and Delete Roles ï Grants permission to add new roles, edit existing role 

names, adding/removing roles for bases and adding/removing users for roles. 

¶ Modify System Configuration ï Grants permission allowing changes to System 

Configuration settings. To minimize the impact of changes to users, this permission 

should not be widely shared. 

¶ Modify TemplateEditor ï Grants permission to edit and modify templates that are used 

within IntelaTrac to manage work request integrations. 

Asset Manager 

 

 
 

¶ View Assets ï Grants permissions to open the Asset Manager utility in the Intelatrac 

Management Center (IMC) in read-only mode. 

¶ Edit Assets ï Grants permissions to edit Asset characteristics allowed by the Asset 

Manager. 
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Auditor Plus 

 

 
 

¶ Review Procedures ï Allows users to view the details of completed Procedures. 

¶ Approve Procedures ï Grants permission to mark a completed Procedure as Approved. 

¶ Delete Procedures ï Grants permission to delete completed Procedures. 

¶ Modify / Override Procedures ï Allows users to alter the readings in Procedures. 

¶ Modify Virtual Log  ï Allows users to edit existing Virtual Log entries. 

¶ Add Virtual Log  ï Gives the ability to add Virtual Log entries. 

¶ Delete Virtual Log ï Grants permission to delete existing Virtual Log entries. 

¶ Reject Approval ï Allows users to remove the ñApprovedò attribute of a completed 

Procedure. 

¶ Modify Global Config ï Grants permission to modify the Global configuration settings.  

See the Auditor Plus Userôs Guide for more information on Global Configuration 

settings. 

¶ Modify User Config ï Grants permission to modify the User configuration settings.  See 

the Auditor Plus Userôs Guide for more information on User Configuration settings. 

¶ Modify User Column Names ï Allows users to edit the displayed names of columns 

¶ Approve Multiple Procedures ï Grants permissions to approve more than one Procedure 

at a time. 

¶ Approve Partial Rounds ï Allows users to approve Procedures which are In Progress. 
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Crew Setup 

 

 
 

¶ View Crew Setup ï Grants permissions to open the Crew Setup application within the 

IntelaTrac Management Center (IMC) in a Read-Only mode. 

¶ Edit Crew Setup ï Grants permissions to edit Crews managed by the Crew Setup 

application. 

 

Data Filters 

 

 
 

¶ View Data Filters ï Allows users to view a list of Data Filters and their severity settings. 

¶ Edit Data Filters ï Grants permissions to edit Data Filters and their severity settings. 
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Device Registration 

 

  
 

¶ View Device Registration ï Grants permissions to open the Device Registration 

application within the IntelaTrac Management Center (IMC) in a Read-Only mode. 

¶ Manage Device Registration ï Grants permission to add new mobile computers and 

Bluetooth peripheral devices, edit existing devices, and deleting/restoring devices. 

¶ Manage Registration Key ï Grants permission to access and edit the Mobile Computer 

Registration Key 

 

External Servers 

 

 

 
 

¶ View External Servers ï Grants permissions to open the External Servers configuration 

application within the IntelaTrac Management Center (IMC) in a Read-Only mode. 

¶ Modify External Servers ï Grants permission to add new External Servers and edit 

existing server configurations 

¶ Delete External Servers ï Grants permission to delete External Servers 
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iDTS Configuration 

 

 
 

¶ View iDTS Configuration ï Grants permissions to open the iDTS Configuration 

application within the IntelaTrac Management Center (IMC) in a Read-Only mode. 

¶ Edit iDTS Configuration  ï Grants permission to edit the scheduled data imports 

managed by the iDTS 

 

Mobile IntelaTrac 

 

  

Figure 3.24 Mobile IntelaTrac Permissions 

 

NOTE: Mobile Intelatrac cannot be configured with the ñAll Basesò item selected.  Permissions must be 
assigned per-Base for Mobile Intelatrac. 

 

¶ Delete In Progress Procedures ï Grants permission to delete procedures that are closed 

as In Progress on a Mobile Computer. 
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¶ Delete Completed Procedures ï Grants permission to delete procedures that are closed 

as Complete on a Mobile Computer. 

¶ Delete New Procedures ï Grants permission to delete procedures that are displayed as 

New on a Mobile Computer. 

¶ Initiate an Ad Hoc Work Request ï Grants permission to create work requests on a 

Mobile Computer (assumes work order request module is installed). 

¶ Modify Local Settings ï Grants permission to modify Local Settings within mobile 

configuration.   

NOTE: The following settings are configured during installation on the mobile computer and rarely need 
to be modified. 

 

o Handheld Name ï MUST be unique to this installation of IntelaTrac and cannot be 

left blank. 

o Path To Local Database ï Location of the IntelaTrac database on the mobile 

computer.   

o Path To Documents ï Location of the IntelaTrac database on the mobile computer. 

o Language -- The language used by Mobile Intelatrac in its menus, settings, and 

warning / error messages.  

 

       

Figure 3.25 Mobile Device Local Settings 

 

¶ Modify Transfer Settings ï Allows modification of both Transfer (Synchronization 

Server) and Logging settings on a Mobile Computer.  

NOTE: The following settings are configured during installation on the mobile computer and rarely need 
to be modified. 
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Transfer Settings 

o Server Name or Address - Machine name or IP address where IntelaTrac Sync 

Server is installed.  

o Port - Port configured for communication on the Synchronization Server. 

Logging Settings 

o Logging ï Server and Port configuration used for troubleshooting. Once this port 

is selected the user can then specify the Logging Level needed to troubleshoot the 

system.  

                     

       Figure 3.26 Transfer Settings                   Figure 3.27 Logging Settings 

 

¶ Modify Search Device Parameters ï Grants permission to select and set which search 

engine (RFID or Barcode) will be used on a Mobile Computer and the search field setting 

to read for Task Group (asset) identification.  

                           

Figure 3.28 Search Device List 
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¶ Change Search Field ï Grants permission to modify the RFID Search configuration. 

 

                     

Figure 3.29 Search Device List 

 

¶ Modify Threshold Settings ï Transfer Thresholds Settings allow Mobile IntelaTrac users 

to set a minimum battery level and wireless network signal strength prior to the 

initialization of a wireless transfer.  Appropriate configuration of these settings helps the 

field worker by letting them know if transfer times may be extended, or are likely to fail. 

 

 

Figure 3.30 Threshold Settings 

 

¶ Modify Work Request Settings - Work Request Settings allows Mobile IntelaTrac users 

to set Cost Center filters that further configure their specific system.   
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¶ Modify Input Device Parameters ï Grants permission to select and configure which 

peripheral device the user wishes to use with the Mobile Computer.  

 

 

Figure 3.31 Input Device Selection 

 

¶ Workstation IntelaTrac  ï Grants permission to login to Workstation IntelaTrac.  

 

NOTE: To Login to Mobile IntelaTrac the user must have at least one permission set in Mobile IntelaTrac. 

 

 

Procedure Builder 

 

 

Figure 3.32 Procedure Builder Permissions 

 

¶ Unlock Procedure ï Grants permission to unlock a procedure in Procedure Builder 

where the procedure is open and in use by another user or if a procedure is in use and the 


