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Introduction

This Used &uide provides detailed descriptions of thatures and functions die
Administration applicatn within the IntelaTrac Work Process Management sysidra.
intended audience includes both beginners and expert users of the IntelaTrac system.

When used in conjunction with other IntelaTracd u me nt at i o n deprovidess Us er

expert informationd address most setup, configuration, and troubleshooting scenarios
encounteredh the field.

Conventions Used in this Document

There are a number of standard conventions used in this document. The following list
describeghem

1 Boldfacetype designatesg important action, word, or statement

Example: Meaning:

TypeABC and presgnter Ty pe t he text AABCO and press
Presssc Press thé&sckey.

Click OK Select and click the OK button.

UsetheF i | e Y S a v ®ick/Save As in the File menu

The wordplantme ansTleée word Aplanto is a special

1 Combination key sequences are connected witlsyambol.
PressAlt+ P Press and holdhe Alt while typing the letter P

1 Red ellipseand lineshighlight featureswithin GUI screeshots:

O

\ 4

TIP: A tip provides a helpful hint or a useful technique.

NOTE: A note contains brief information worth mentioning in the current discussion.

CAUTION: A caution indicates a condition or course of action that may cause an undesired result.

Invensys Systems, Inc. Page 5 of 70
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Document Organization

The followingoverviewprovides a higHevel description of eackection

Chapter 1 Administration Overview
Introductionto theAdministration application

Chapter 2 Roles
Describes how to createdit, delete, and restore rales

Chapter 3 Security
Describes howat add, edit, delete, and restore bases, users, groups, and set permissions for
IntelaTrac application modules.

Chapter 4 System Configuration
Provides an overview of all IntelaTrac st configuration settings and usage.

Chapter 5 Template
Describes how to ugle sitespecific Template option.

Appendix AT SAP Work Notification Integration
Appendix B i TabWare Work Request Integration

Appendix CT Maximo 4.1.1 Work Request Integration

Training
This Used &uidedoes not replacgrofessionally delivered IntelaTrac trainindsers desiring
expert knowledgshouldparticipate irtraining delivered byVonderwareor by anauthorized
Wonderwardraining partner
For further information contactWonderwardor descriptions and availability of applicable
trainingcourses
Contact:
Wonderware Web: http://mobilesolutions.wonderware.com
10111 Richmond Ave., Suite 650  Phone:713-344-2600
Houston, TX 77042 USA E-mail: mobilesolutionstraining@wonderware.com
Invensys Systems, Inc. Page 6 of 70

Last revised: March 15, 2009

Release 3.2.3


http://mobilesolutions.wonderware.com/
mailto:mobilesolutionstraining@wonderware.com

INVEeNsys
Confidential & Proprietary

Chapter 1 Administration Overview

The Administration applicationis a key componeraf Wonderwaré sitegrated IntelaTrac
environment angbrovidesApplication Administratos the abilityto managesettings irthe
configuration of the IntelaTrac software and synchronization components.

IntelaTracAdministration containghe followingmodules:

Roles

Security (User Permissions)

System Configuration

Template (Work Requests, customer-sipecific)

= =4 =8 =9

NOTE: Please refer to the IntelaTrac Management Center (IMC) and its documentation for access to and
information regarding additional Administrative functions, including the following:

Data Filter Manager

External Servers

System Status

iDTS Configuration

Device Registration

NetLog Client

E R E]

Launching the Administration Application

Enterthe IntelaTrad.ogin ID and Risswad as defined in thAdministrationi Securitysection.
The default ID and passwoad installation s fAadmi no.

Mavigation

(==L

4} Content Management

ﬁ' Workstation

= Scheduling

; Review

L, Reporting

= Qﬁ Administration

I Data Fiker Manager

E‘a drinistration Application
A ! .
== |User rights, roles, and general settings |

bJ System Status |

Figure 1.1 Login through IntelaTrac Management Center

Invensys Systems, Inc. Page 7 of 70
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After successful loginhe Administration GUI opendo the default Security windaw

[ Administration - 1Ol x|
File Groups Users FEases Permissions ‘window Help
=i ]
Groups Users - Mot Applicable - Applications -
» » » Adrinistration

hathan Mathan's Baze Asset Manager
test Test . Crew Setup
tuck, Testing Baze . Device Registration

. External Servers
DTS Configuration LI

Permigsions for uger admin in base All
Bases

il Permiszions

Add, Edit and Delete Users
Add. Edit and Delete Groups
Add, Edit and Delete Bazes
Add and Remove Permissions
Add, Edit and Delete Roles
Modify Systerm Configuration
M odify Criticality

M adify Shiftlnfo

Modify TemplateE ditar

Eininininininininls
DD D D D D D D D D

Figure 1.2 Administration GUI

Invensys Systems, Inc.
Last revised: March 15, 2009

Release 3.2.3

Page 8 of 70



Confidential & Proprietary

Chapter 2 Roles

In IntelaTrac,Rolesare used on the mobile computer to segregate the view of the procedures
transferred bygb assignment. Since transfer of procedures to the mobile computer is by base,
rolesallowma user to see only those procecthftAes th
user seleata role when loggingmo the mobile computer.

Before attemptingole administrationyou must already have created bases and irsers
SecurityAdministration(see theAdministrationi Securitysection) After roles have been

created and assigned to bases, procedurebsarattachea to rolesn the Schedule Manager
(seethdil nt el aTrac Managememn Center Usero6és Gui

Role Administration

To perform role administration:
SelectF i | e Y O Ratesfrgm the Administration toolbar

[i Administration

File Groups Users Eases  Permission:

e B M
Securiky

Exit

Swstem Configuration
| Template

Figure 2.1 Opening Roles

TheRole Administration window openswithin the Administration windowlt containstwo
framesin whichto work.

Three views aravailable from the dropdown for the left paBaises, Roles, andUsers

Two views are also available from the dropdown for the right fRolesandUsers

Adding anewrole:
1. ChooseRo | e s Yfrhine the Administration toolbar.
2. To add a new role toBase, highlight the base before selectiRgp | e s Y Ne w

3. EnterRolenamei A recommended best practice is to combine the base and role
name together.

4. In addition to dragging/dropping a new Role to a highlighted base, an alternate
method igo highlight a base amgklectAdd to selected Basdf you use the Add to
Selected Base, you will have teselect the bases, roles or users dropdown and
refresh the view.

Invensys Systems, Inc. Page 9 of 70
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5. Hit Save

i Add New Role - 10| x|

Fole Mame:

[T iddtozelected Baze  Testing Base

Save Cancel

Figure 2.2 Adding a New Role

NOTE: Only users and bases built in Administration i Security are available for assignment and use in
the Roles panels.
Assigninga role to a base
1. Inthe leftframe selecvi ewYBases
2. Inthe rightframeselectvi e wYRo | es

3. Expand the desireBasein the leftframe thendrag and dropheroles from the right
panel to tle Roleshierarchyunder the Base.

ol
Wiewy IBases j Wiewy IHDIBS j
@ Mathan's Base Marme |
@ TESt_ W€ Everyone
E@ Testing Baze ; F"I'
ﬁ Role: B s
— % €€ Role B
: € Fole C

Figure 2.3 Assigning a Rde to a Base
4. ChooseRolesY Save or hit CTRL+S.

To add Usersto a Role:
1. Inthe leftframe expand the list of Bases down to the listyskers(see below)
2. In the rightframe selectUsersin theView dropdown list.

3. Select and drag a user from the rifflaimeto Usersunder the role in the leftame
that the user is to have rights to assudsers asigned to roles willinherit he r ol e 6
assignment to the base.

Invensys Systems, Inc. Page 10 of 70
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{i Role Administration i ]

Wity IEase& j Wity Ileers j
@ Mathan's Base Login [D | Firzt Mame | |_azt Mame |
g FS:_ 8 | €2 admin admin admin
= o ésm ase ﬂ nathan M athan M acGregor
-5 Fales :

&-€E Everyone test test .

E Flole B : Tucker FerT esting

=-€€ RoleC

Figure 2.4 Adding Users to a Role

NOTE: Users should be assigned to each of the roles that they would be assuming in the field i each role
could be associated with multiple Procedures On Demand in Procedure Builder.

ChoosingV i e Wsaersin the leftframeallows you to view the roles assigned to the
individual users:

{i Role Administration i ]
Wity IUsers j Wi IUsers j
ﬁ w Login D | First Mame | Last Mame |
ﬁ nathan Wl €3 admin adrnin adrnir
E‘g Etﬂ | ﬂ nathan M athan t acGregor
- Rales /
E'n Everpane test test .
Eﬂ tuck i €3 tuck Tucker FerTesting
Eg Ruales 0
f: Evemyone
#-¥E RoleC

Figure 2.5 Users and Roles

To change the name oén existingRole:

1. ChooseViewY Rolesin the right frame. )
2. Rightclick the Role to edit, and choog&alit. Alternately,chooseRolesy Edit
from the Administration toolbar.

Invensys Systems, Inc. Page 11 of 70
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Wigw IUSE.'I’S j Wiew IFh:Ies j
ﬂ admin Marne
g [‘uatthan :ﬁEverynne
o tes I dFick
Eﬁ Rales ﬁHDhﬂ . MNew
: &-fE Everyone : € Fole
H H ale
Eﬂ tuck i Save 1+5
Eﬁ Role:s Celete Del
f: Everyone
&-fE RaoleC

Figure 2.6 Selecting Role Editing

3. Change the name as desivetten theEdit Role panel opens:

{1 Edit Role

Raole Hame:

=10l x|

Save

Cancel

Figure 2.7 Editing a Role Name

To delete an existingRole:

1. Ensure that the right frame is in the Role view. Thigit-click the Role you wish to

delete, andhen selecDelete Alternately, seledRolesY Delete from the

Administration toolbar.

[i Role Administration

=101 %]

Wiew ILlsers

€ admin

j Wiew I Roles

- 4% nathan

Eﬂ test

. E-fF Rdles

: &-fE Everyone

=45 tuck

=-¥E Roles

&-fE Everyone
&£ Raolel

Mame

WEE Everpore

T

[ew

|€F Rolec  Edi
il Save

Chrl+5

Figure 2.8 Deleting a Role

2. Confirm role deletion:
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x

\i'i)' fre you sure ol wank ko delete Role A7
-

1w |

Figure 2.9 Role Deletion Confirmation
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Chapter 3

Security

The purpose of thimtelaTrac Administration Security Module is to allow the Application
Administratorto assign the level of access to any or all of the applicationsdhgorise the
suiteof IntelaTracapplications.

In addition,Administration i Security is where Bases, Users and Group Permissions to
Bases are configured and manageal ensuresecurity managememnmake sure that your
IntelaTracCoordinator/Administratr is the only one wit full access.

OpenAdministration 7 Security by selectng File Y OpenY Security from themain
toolbar

i Administration

File Groups Users Eases  Permissions
Roles

B m
- System Configuration
| Template

Figure 3.1 Opening Security

TheSecurity Administration panel is divided into five frame&roups, Users Bases
Applications, andPermissions

i Security Administration [ [E] x|
Uszers - Mot Applicable - Applications -
| 3 Administratars » » Administration
- Unit 1 Operators - bob | Monitar Test 1 . Device Registration
- Unit 1 Review Only - chas | Monitar Test 2 . Euxternal Servers
- Unit 1 SuperlJzers - chriz || Tranzfer Test . DTS Configuration
- Unit 1 Supervisors - crig | Lrit 1 . Mobile IntelaTrac
| |Unit 2 Operators | |dave | unit2 Procedure Auditor j
| Un?t ElriziE ity | Flon | |tnit3 Permissions for user admin in base All
Unit 2 Superlsers jimn Baszes
T [Unit 2 Supervisors | i |
" |urit2 Operators I lamar W % g &l Permissions i
: Unit 3 Review Only : mark. : = @ Add, Edit and Delete Users
- Unit 3 SuperlJzers I matt | | % G Add, Edit and Delete Groups
| |Unit 3 Supervisors | |steve - [ ¢ aAdd, Edit and Delete Bases
- | |tomnmy - = @ Add and Remove Permissions
- - || — | ¢ AddEdiand Delete Roles
- - || % G Modify Spstem Configuration
- - || |7 G Modify Peripherals
- - — [l ¢ Modity Criticaiity |
— — — [l ¢ Modiy Shiftinfo
| ;I | ;I | LI TF o~ kdedifo Tonard kD ik j

Figure 3.2 Administration i Security
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Bases

A Baseis a grouping oprocedures in IntelaTrac that may be associated with spasgets

for the purpose of gathering and cataloging datmanycases, a Base is a process area or
unit within a manufacturing facility. However, a Base can also be a grouping of procedures
within IntelaTrac for a specific discipline or craft, regardless of the unit or equipment
boundaries. Foexample a Water Treatnme Plant can be one of many Bases within a facility;
a Safety Department can also be a Base that covers the entire facility. After dreabinge,

the Application Administratocansetthe level of accesgranted tausers within the base.

Adding Bases

1. Sel ect fAMobile IntelaTraco i nBasedYeAddi Appl i c
from the Administration toolbar.

i Administration

File Groups Users | Bases Permissions ‘Window Help

Edit g
Delete Del
Rerech s PRl
Refresh List
Users - Bases - Applications d
b 13 Adrministration
n bob Monitor Test 1 | |Device Fiegistration
n |Unit 1 Review Only " chas " [Moritor Test 2 | |Estemal Servers J
b {Urit 1 Superlsers T [chris [ [ Transfer Test " |oTs Configuration
| Unit 1 Supervisors ™ ciis Uit _’PE@EWE_
n: Unit 2 Operators : dave : Unit 2 Procedure Auditor LI
i Un!t 2Rt Tl | F‘Dn - Urit 3 Permizzions for ugser admin in base All
h |Unit 2 Superlsers jim Baszes
n |Urit 2 Supervisors | i W
| Unit 3 Operators T lamar W % G Delete In Progress Procedures 1E5
n: Unit 3 Review Only :mark : % @ Delete Completed Procedures
n_|Unit 3 Superllsers | | |matt | ||| [# ¢ Delete New Procedures
n_|Unit 3 Supervisors | |steve - [ ¢ Initiate an Ad Hoc Work Request
i | |tomnrny - Z Modity Local Settings
. || | b % G Modify Transfer Settings
. || - % G Modify Search Device Parameters
. | - % @ Change Search Field
d - - [F ¢ Modiy Threshold Settings |
E — — I_ G Modify Work Request Settings
. LI - LI | LI T m hdeclifas L b Pimasiin Dimr ke _I
NOTE: | f the fABasesodo menu is inaccessible, try sele
of the ASecurity Administrationo window.
2. When he Add New Basepanel opens, enter the base name asdription.
The new lase displays in the Bases frame
Invensys Systems, Inc. Page 15 of 70
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i Add New Base M=l E3

M ame: ||

Drescription: I

e __|

Figure 3.3 Adding a New Base

Deleting Bases

1. IntheBasesframe, &lect the base to be deleted
2. SelectBasesY Deletg or right mouse click and seleDelete

File Groups Users | Bases Permissions ‘Window Help

Add
Edit
- Undelete g
@ security Admin| Refresh List HE 3
Groups - Lsers - Bazes ;I Applications ;I
Administratars 2 All Bazes Administration

n |[Unit 1 Operatars bob [ [Maritor Test 1 | [Device Fegistration
I [Unit 1 Fieview Only ™ [chas " |Monitor Test 2 [ [Extemal Servers J
[ Urit 1 Superlzers | chis [ [Transfer Test DTS Configuration
n [Unit 1 Supervizors s " Urit 1 TPEHHWH_
n: Unit 2 O perators : dave _} Procedure Auditor j
i Un?t 2Rt DY - F‘Dn | Urit 3 Permizsions for user admin in baze Unit 2
n |Unit 2 Superlsers jim
n [Urit 2 Supervizors W i |
n [Unit 3 Operatars ™ lamar T I_ @ Delete In Progress Procedures =
n: Unit 3 R eview Only : mark : I_ G Delete Completed Procedures
n_|Unit 3 Superllsers || |matt | ||| [ ¢ Delets New Procedures
n_|Unit 3 Supervisors | |steve - [ § Initiate an Ad Hoc Work Request

i | |tamrng - [l 5 Modify Local Settings

. - || I_ G Modify Transfer Settings

. - - I_ G Modify Search Device Parameters

. - | I_ G Change Search Field

- - - | |0 ¢ Modity Thrashold Settings |

1 = [ | [ o 5§ ek et

Figure 3.4 Deleting a Base

3. When theConfirm prompt opens, clicloK.

Confirm

\‘?/ Are you sure you want ko delete the Base: Unit 2 7
-

Cancel |

For data integrity reasons, Bases are not deleted from the IntelaTrac database. The delete
function only hides the base from kitelaTrac applications from which the user can select a
Base. Deleting, or hiding Base also deactivates any schedules associated with Procedures
within the Base.
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Restoring Bases

Del eted bases are fhi dahkcamberlesied:t he | ntel aTr a
1. Torestore, sele®asesY Undelete

2. Select the base testore from the list and clicRK.

3. Therestored base displays in tBasesframe.

All procedureshidden in the deleted Base becometiveonce the basis restored.

{i Select a deleted base to restore: - 10| x|

Y

]S | Cancel |
Figure 3.5 Restoring Bases
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Users

Within IntelaTrag the termUser refersto any user of the desktop or mobile components of
IntelaTrac Primarily, field uses use MobildntelaTra¢ while the remaining applications are
reserved foSupeilUsersand data user3he Application Administrator can grant access rights
to any of the featurewithin theIntelaTracWork Process Platform

Adding Users

SelectUs er s YAdd

2. When theAdd New Userpanel opens,ret er t he user ds name, ass
password

3. For security purposes, check tRequire password change for the next logibox to
prompt the user to change the initial password to their own at néxt log

4. Click OK to add the new user

The new user displays in thisersframe.

x

Firzt Mame: I

Lazt Mame: I

Login 1D I

Fazsword: I

[+ Fequie passwaord change for the nest lagin

k. Cancel

Figure 3.6 Adding a New User

Depending on th@asswordMinChasetting managed withiadministration i System
Configuration, the following message may display:
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Administration X|

Minimurm # of charackers required For the password is: &

Deleting Users

1. IntheUsersframe, &lect the user to be deleted
2. SelectUs er s YDoeriglet¢ lei ck the User to delete and

i Administration
File @Groups | Users Bases Permissions ‘Window Help

#dd
i securifiipin

GmupsM
|Indelete

Refresh Lisk

Figure 3.7 Deleting a User

3. When theConfirm prompt opens, clicloK.

x

:‘:) Are wou sure you wank bo delete the User: tester0l 7
-

; Zancel |

Figure 3.8 User Delete Confirmation

Invensys Systems, Inc. Page 19 of 70
Last revised: March 15, 2009
Release 3.2.3



Invensys

‘!MW
Confidential & Proprietary

Restoring Users

Deleteduserar e fAhi ddeno i n &n@n Henest@dihaddition,cditachat a b a
history is still asociated with the deleted user.

1. Torestore,seledfs er sYUndel et e
2. Select the user to rese from the list and clicloK.

Therestored user displays in thiserspanel, and all permissions previously assigned will
still apply.

&

Select a deleted user to restore: -0 x|

Lagin 1D »|

N

/
OE. | Cancel |

Figure 3.9 Restoring Users
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Groups

The termGroup refers to a collection of users that share a common set of permissions. In
addition to the set of permissions shared by a group, individual useatsohave
permissims exclusive to their Grog) association.

Adding a Group

1. SelectGroupsY Add
2. Enter the group namia theAdd New Group panel.
3. Click OK to add the new group

The new group displays in tii&oups frame.

ol

M arne: |L|nit 2 Techniciang

ak. Cancel |

Figure 3.10 Adding a New Group

Editing Group Names

1. To editthe name oé& group, seledhe group by leftlicking on it.
2. ChooseGroupsY E djotrightc | i ck on the group and choos
3. Edit the groupn the Edit Group panelandclick OK.

=

1]:4 Cancel |

Figure 3.11 Editing a Group
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Deleting a Group

1. IntheGroups frame,select the group to be deleted
2. SelectGr o u p s Y Ban thee Administration menus, or righblick the group to delete

BN

Groups ;I zers
Administrators
nathan
Edit
| Undelete %

andc hoose fiDel ete. o
I |
Add Users To Group

E Security Administration
Init 1 Specializtz
Add
Refresh Lisk

Figure 3.12 Deleting a Group

3. When theConfirm prompt opens, clicloK.

x

::‘) Are you sure wou wank to delete the Group: Unit 1 Specialists 7
-

i Zance| |

Figure 3.13 Delete Group Confirmation

NOTE: Delet i ng a Group suspends t he Granydpedacomts assignsdso o
that Group will lose all permissions inherited from the Group.

Restoring a Group

DeletedGroupsar e fihi ddeno i n &nt@n Herest@dBenissiangor d at a b
the Group arelsosuspended when the groupglsleted (se&lote above).

1. SelectGr oupsYUndel et e
2. Select the group to rese from the list and cliclOK.
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&

Therestored group displays in troups frame and prmissions assigned to the group
areactive.

Select a deleted group to restore: -0 x|

«
oK | Cancel |

Figure 3.14 Restoring Groups

Adding Users to a Group

1. IntheGroups frame, highlighthe group you wish to add a user to

2. SelectGr oups YAdd Usearsghtt bi Gkoap t he AGr oup an:
Users To Group. O

3. When The Add/Subtract Userspanelopense | ect t he userd6s Login
A>0 button to ad(dcltihekiumgert te i >h>d gh wtutpon
to the Group).

4. Click theOK buttonto savethe changes
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Add/Subtract Users from Group Unit 1 Specialists il
All Users: Users in Group:
Login D | First Mame | Lazt Hame | Laogin D | First Mame | Last Mame |
admin admin admin >
nathan Mathan t acGregor 4&
LCEer erl esting
\ il
<
«
Figure 3.15 Adding Users to a Group
Removing Users from a Group
In theGroups frame, led the group from which you wish to delete tiser
SelectGroupsY Add Users To Group
When he Add/Subtract Userspanelopense | ect t he userds Login

from

t he

button to remove user t he fraar ou p

the group)
4. Click theOK buttonto savethe changes

Add/Subtract Users from Group Unit 1 Specialists ﬂ
All Users: Uszers in Group:
Login D | First Mame | Lazt Mame | Login ID | First Mame | Lazt Mame |
adrmir adrmir adrmin > | Etuick 3 Tucker FerTesting
nathan Mathan MacGregor
test test

o N\
B

Figure 3.16 RemovingUsers from a Group

Assigning Permissions

User accespermissiondor all IntelaTrac applications are controlietthin the Security
Administration panel FileY OpenYSexurity
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1. IntheApplications frame selectthe applicatiorto whichpermissions will be assigned to
by left-clicking on it

Selectthe basé¢o which permissions will be assignedthe Basesrame.

Selectthe usein theUsersframe or the groupsn theGroup frame to which
permissions will be assigned

4. Chooseahe permissions that will kessignedo the usepr groupby checking the items in
thePermissionsframe Thelight bulb iconwill turn yellowto indicate that a change has
been made bus not yet saved

5. Rightclick andchooseSet PermissionsorPer mi ssi ons YS&dmtheer mi s s |
Administration menu batp save andommit the permission selectiofhe mutedlight
bulb icon indicatesuccessful permissiathange

Permizzions for group Unit 1 Specialists in
basze All Bases

|7 o Miew DTS Configuration
W ¢ EditiDTS Configuration

Set Permissions
Undo Changes
Copy Permissions
Paste Permissions
Refresh Lisk

Figure 3.17 Setting Permissions

You can verify exactlgheuser or groupo whichthe permissions frameppliesby comparing
thetext between thépplications and Permissions frame

0TS Configuration
b obile IntelaTrac LI kMahile IntelaT rac LI
Permizzions for group Adminiztrators in Permizzions for uzer admin in baze All
baze All Bazes Bazes
|_ g Wiew DTS Configuration F o Wiew DTS Configuration
|_ g EditiDTS Configuration 7] & EditiDTS Configuration

Figure 3.18 Comparing Permissions
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Inherited Permissions

Usersassigned tgroups may have permissions available to them in additipartaissions
grantedo the Usersndividually. In this situation, th@ermissions framdisplaysinherited
permissions as a grayedt check boxindividual permissionslisplayin a whie background
check box:

Permizsions for user admin in baze All

Bazes

ﬁ g View Schedules

¥ ¢ EditSchedules

% G Create Schedules for Self
ﬁ % Estend Overdue Schedules
|7 ¢ Delete Schedules

ﬁ g View Procedure Details

Figure 3.19 Inherited Permissions

Copying Permissions

1. Left click to highlight the desired application aselect the source permissions
(Groups/Users/Bases)

2. SelectPermiss ons YCo py P errighticlisksn tree Peymissions frame and
choose fiCopy Permi ssions
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L=

File Groups Users Bases | Permissions ‘Window Help

g itv Adminish Set Permissions
ecuri miniskral]
L ¥ lUnda Changes

Bases ;I Applications =
Al Bases zdule Manager

Unit 1 Specialists " [Mathar's Base . Shift Setup
I~ test E_ . Trend Graph Setup
I~ Ib Testing Baze . wieh Report J
| | | [web Service
: : : wiorkStation IntelaT rac j

- - - Permigsions for user tuck in base Test

Wiew Schedules

Edit 5chedules

Create Schedules for Self
Extend Overdue Schedules
Delete Schedules

|

|

|
KRICIRICIR
= =D =D =D =D =D

View Procedure Details

|
H

Figure 3.20 Copying Permissions

3. Selectthe destination (Groups/Users/Basas)l selecP e r mi s asteRemi¥sions

=l x

File Groups Users Bases | Permissions ‘Window Help

- Sel Permissions
= 5 a - X
G scunty nimmiro NG =101

Copy Permissions Bases - Applications -
Paste 5 4l B azes Ll b anager
Mathan's Bagze . Shift Setup
Z_ | |Trend Graph Setup

tuck Testing Base . w'eb Report J
B I~ . 'w'eb Service

wiork Station IntelaT rac LI

— | — Permissions for user test in base Test

Wiew Schedules

Edit Schedules

Create Schedules for Self
Extend Overdue Schedules
Delete Schedules

|

|

|
mininininin
= =D =D =D =D =D

View Procedure Details

Figure 3.21 Pasting Permissions
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4. After pasting the permissions, the light bulb icon turns yelsiectP e r mi s si ons YS
Permissionsto commit the pasted permissidnthe muted light bulb icomdicates
successful permission commit.

L=

File Groups Users Bases | Permissions Window Help

Unda Changes
Copy Permissions

tors Paste Permissions
Urit 1 Specialists Refresh List

Al Bazes Schedule Manager

™ [Mathar's Base . Shift Setup
—} . Trend Graph Setup
tuck Testing Baze . wieh Report J
. \Web Service
wdarkStation IntelaT rac LI

Permigsions for user test in base Test

Wiew Schedules

Edit 5chedules

Create Schedules for Self
Extend Overdue Schedules
Delete Schedules

RIRICIRICE]
=D =0 =D =0 =D =D

View Procedure Details

|
6
|
5L
|
I

Figure 3.22 Setting Permissions after Pasting

Applications and Permissions

Administration

Permissions granted in Administiat are applicable to All Bases

Al Permizzions

Add, Edit and Delete Users
Add, Edit and Delete Groups
Add, Edit and Delete Bazes
Add and Remove Permissions
Add, Edit and Delete Roles
kodity Syztern Configuration
Modify TemplateE ditor

Hininininininin
= e =D =D =D =D =D =D

Figure 3.23 Administration Permissions
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All Permissionsi Grants all permissions for the Administration Application.

Add, Edit, and Delete Userd Grants permission to add new users, edit existing users
(including password resetting/prompt to change)d deletingestoringusers.

1 Add, Edit, and Delete Groupsi Grants permission to add new groups, edit existing
group names, deletimgistoringgroups and adding/removing users from a group.

1 Add, Edit, and Delge Based Grants permission to add new bases, edit existisg b
names and descriptions amieletingfestoringbases.

1 Add and Remove Permission$ Grants permission to addmove permissions for users
andgroups.Giving this permission is equivalent tai A | Permi ssionsbo
this permission chooses to select All Permissis or do so for another usegroup.

1 Add, Edit, and Delete Roleg Grants permission to add new roles, edit existing role
names, adding/removing roles for bases and adding/iemasers for roles.

1 Modify System Configurationi Grants permission allowing changes to System
Configuration settingsl' o minimize the impact of changes to userghis permisson
should not be widely shared

1 Modify TemplateEditor i Grants permission to &a&nd modify templates that are used
within IntelaTrac to manage work request integrations.

Asset Manager

|_ g View Assets
|_ g EditAssets

9 View Assetsi Grants permissions to open the Asset Manager utility in the Intelatrac
Management Center (IMC) in readly mode.

9 Edit Assetsi Grants permissions to edit Asseliaracteristics allowed by the Asset
Manager.
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Auditor Plus

Hinininininininininininin

Review Procedures
Approve Procedures

Delete Procedures
kodity/Override Procedures
b odify Yirtual Log

Add Virtual Log

Delete Yirtual Log

Reject Approwal

Modify Global Config

kodify U zer Config

kodity User Calurmn M ames
Approve Multiple Procedures
Approve Partial Rounds

E R N

Procedure.

=

SeetheAudi t or

settings.
1 Modify User Config i Grants permission to modify the User configuration settings. See

theAudi t or

= =

at a time.
91 Approve Partial Roundsi Allows users to approveérocedures which are In Progress.

users

t o

Review Procedured Allows users to view the details of completed Procedures.
Approve Proceduresi Grants permission to mark a completed Procedure as Approved.
Delete Procedures’ Grants permission to delete completed Procedures.
Modify / Override Proceduresi Allows users to alter theeadings in Procedures.
Modify Virtual Log i Allows users to edit existing Virtual Log entries.

Add Virtual Log i Gives the abilityto add Virtual Log entries.

Delete Virtual Log i Grants permission to delete existing Virtual Log entries.
Reject Approvali Al | ows

remove the

AAppro

Modify Global Config i Grants permission to modify tl&obal configuration settings.
P | u sfor bareinfobnsatioGaidlodadéConfiguration

P | u sfor baresinfodnsatio®mu Wser €onfiguration settings.
Modify User Column Namesi Allows users to edit the displayed names of columns
Approve Multiple Proceduresi Grants permissions to approve more than one Procedure

Invensys Systems, Inc.
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Crew Setup

|_ g Wiew Crew Setup
|_ g Edit Crew Setup

View Crew Setupi Grants permission® open the Crew Setup application within the
IntelaTrac Management Center (IMC) in a R€auly mode

Edit Crew Setupi Grants permissi®to edit Crews managed by ti¥ew Setup
application.

Data Filters

r g View Data Filkers
[Tl ¢ EditDataFikers

1 View Data Filtersi Allows users to view a list of Data Filters and their severity settings.

i Edit Data Filters i Grants permissi®to edit Data Filters and their severity settings.
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Device Registration

|_ g View Device Registration
|_ g Edit Device Registration
|_ ¢ Manage Reqistration Key

1 View Device Registrationi Grants permission® open the Device Registration
application within the IntelaTrac Management Center (IMC) in a Radg mode

1 Manage Device Registratiori Grants permission to add nemobile computers and
Bluetooth peripheral deviseedit existingdevicesand deletingestoringdevices

1 Manage Registration Keyi Grants permission taccess and edit the Mobile Computer
Registration Key

External Servers

|_ 4 Wiew External Servers
|_ % Modify External Servers
|_ g Delete External Servers

1 View External Serversi Grants permissiorn® open the External Servers €ignration
application within the IntelaTrac Management Center (IMC) in a Radg mode

1 Modify External Serversi Grants permission to add n&xternal Servers anetlit
existingserver configurations

91 Delete External Serverd Grants permission tdeleteExternal Servers
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IDTS Configuration

|:| g Wiew DTS Configuration
[Tl ¢ EditiDTS Configuration

9 View iDTS Configuration i Grants permission® open the iDTS Configuration
application within the IntelaTrac Management Center (IMC) in a Radg mode

9 EditiDTS Configuration i Grants permission tedit the schduled data imports
managed by the iDTS

Mobile IntelaTrac

|:| Delete In Progress Procedures
|:| o Delete Completed Procedures
|:| 7 Delete New Procedures

|:| & Initiate an Ad Hoc Work Request
|:| o Madiy Local Settings

|:| o Modiy Transker Settings

|:| o Modiy Search Device Parameters
|:| % Change Search Field

[l ¢ Modify Threshold Settings

|:| o Modibp ok Request Settings
|:| o Modiy lnput Device Parameters
|:| o wiorkstation IntelaTrac

Figure 3.24 Mobile IntelaTrac Permissions

NOTE: Mobil e I ntelatrac cannot be configured with t
assigned per-Base for Mobile Intelatrac.

91 Delete In Progress Procedures Grants permission to delete procedures that are closed
as In Progress on a Mobile Computer.
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91 Delete Completed Procedure$ Grants permission to delete procedures that are closed
as mplete on a Mobile Computer.

1 Delete New Procedure$ Grants permission to delete procedures that are displayed as
New on a Mobile Computer.

1 Initiate an Ad Hoc Work Requesti Grants permission to create work requests on a
Mobile Computer (assumes work ordequesmodaule is installed).

1 Modify Local Settingsi Grants permission to modifyocal Settingswithin mobile
configuration

NOTE: The following settings are configured during installation on the mobile computer and rarely need
to be modified.

o Handheld Namei MUST be unique to this installation of IntelaTrac and cannot be
left blank.

o Path To Local Databasd Location of the IntelaTrac database on the mobile
computer.

Path To Documentsi Location of the IntelaTrac database on the mobile computer.

Language-- The language usday Mobile Intelatrac in its menus, settings, and
warning / error messages.

._'a_i:}' Mobile IntelaTrac 47 £ 8:47 9

Handheld MName

730 |
Path to Local Database

|15turage Card\SAT\DE\Intelatrac, sdf |
Path to Documents

|‘;St0rage Card\SAT\Files |
Language

ern-lS

2s-ES
w-SE

Tools [ ; €3 E|A

Figure 3.25 Mobile Device Local Settings

1 Modify Transfer Settingsi Allows modification of bolh Transfer (Synchronization
Server) and Loggingettings on a Mobile Computer.

NOTE: The following settings are configured during installation on the mobile computer and rarely need
to be modified.
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Transfer Settings

o0 Server Name or Address Machine namer IP addresg/here IntéaTrac Sync
Server is installed.

o Port - Port configured for communication on the Synchronization Server.
Logging Settings

0 Loggingi Server andPort configuration used for troubleshooting. Once this port
is selected the user can thepecify the Logging Level needed to troubleshoot the
system.

._'a_i:}' Mobile IntelaTrac 4 4% 9:53 9 .}_ﬂj1 Mobile IntelaTrac  ¢F £ 9:54 9

Server Mame or Address Port
Port Level
|58|jc| | Error
Reset Transfer Sections OFF
o
\Warn

Fatal

Tools [ B\~ Tools [ B\~
wl wl

Figure 3.26 Transfer Settings Figure 3.27 Logging Settings

1 Modify Search Device Parameters Grants permission to seleamd set which search
engine (RFID or Bamde) will be used on a Mobile Computer and the search field setting
to read for Task Group (asset) identification

.}_ﬂj1 Mobile IntelaTrac ¥ 4£ 6:21 9

Cievice Type

Bluetooth RFID
Mone

Barcode Reader

Device Fizld
]
Tools €3 EL|| 1] E|A

Figure 3.28 Search Device List
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1 Change Search Field Grants permission to modify the RFID Search configuration.

l::_i:.}' Mobile IntelaTrac 4 42 2:32 9

Device Type
SIRIT Int RFID Reader -
T I | _ RFID Search
evice Instance
| —+ Field
Device Field
F o
Mone

ofunctional_location_number
ofunctional_location_description
osource_of criticality

odate_of last_inwalverment
ospecial_warnings
urnsds_nurmber

lucriticality

Tools €3[| 4] El*

Figure 3.29 Search Deice List

1 Modify Threshold Settingsi Transfer Thresholds Settings allow Mobile IntelaTrac users
to set a minimum battery level and wireless network signal strength prior to the
initialization of a wireless transfer. Appropriate configuration of thetiimge helps the
field worker by letting them know if transfer times may be extended, or are likely to fail.
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Figure 3.30 Threshold Settings

1 Modify Work Request Settings- Work Request Settings allows MébintelaTrac users
to set Cost Center filters that further configure their specific system.
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1 Modify Input Device Parametersi Grants permission to select and configure which
peripheral device the user wishes to use with the Mobile Computer.
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Figure 3.31 Input Device Selection

1 Workstation IntelaTrac i Grants permission tmgin to Workstation IntelaTrac.

NOTE: 1o Login to Mobile IntelaTrac the user must have at least one permission set in Mobile IntelaTrac.

Procedure Builder

Figure 3.32 Procedure Builder Permissions

1 Unlock Procedurei Grants permission to unlock a procedur@incedure Builder
where the procedure is open and in use by another wgex procedure is in use and the
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